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CYBER SECURITY INCIDENT REPORTING PROFORMA
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The intimation of Cyber Security incident and the reporting proforma shall be sent to:
infosec@irdai.gov.in

SMTYRY faavor

YT BT ATH
1 gaTd Afad BT -
T 3R fqHTT
FHATAIH 3-0d 3AT8al
AP / HiaTSd e
g B YAl FEARd B o D AR | SRS LSS
3R Y ford e

T el Pt Ga -39 AR IHLIRSITIAE Bl

Feia wa-Hm & sicx 41 7151 af 78, af s9% forw

BRI UK PR

PIg 3 Told ([TH, dRIE ford):
1 Ul Bl Gl o Bl & T/
TH 3SR BIgel Pl Ts:

AT Bt GI-T
R 7 - [ % geT
(] fOsselt ge1 & aR § S g
YT JIUYq He U1 Ts / He o@l T3 /
3P} U Hd P TS ?
@RRT 3R T fora)
gl JAUYH Y UTs 5 / HHI Ugd
A RIEY,
(Pt 3ramd, <dra, a1 Sirg & ORka
FH-ard! dfgr afafafd o e &)
geHT o fhe U
@, AU 3R T ford)
ofe; fpat aTer T=1 & gR1 U T / gia
DI TS O ST T |
el B UHR L agayul Aeas! / gome &1 afedd e+ / S
(] wg@yqul yunferdl / a1 &l Adhe
[] 3mect yunferdi/ger H 3% d Hawt



mailto:infosec@irdai.gov.in

(] A9913C BT f[aeuu a1 39 3H{UPHd Ud=

[ guiaquf ge siehaoy

(] IR, O Scied, Ad 3R SITAud auT Hieql, o
3R WR HTHHUT

[ 9, Tqfthe SR fRTRAT Sirehmr ot ugam

[ Stenuy / SEteiiey Tshau

[ Te@yul §Hardl WRET W THHU, TS 3R
le\ﬁtllﬂ"lld-ldO SHThHU

[] IR RTd yonferdr iR 9dR Aead

[ SUART UR 3{TehH0T

[ et 8

[ 8¢ UdveA

(] aegaft & Yexie (MR Fre, T He yronferd,
cad|, AT, Tl 311 TR 3MeHHuT

] guTaqul sryar Srelt Aarsa Ul & A1eqd ¥ SIehHul
(] a=ra difear @rdl & sHfddbd gas

(] &3S U1 Yumferdl / IRl / AToeddR / SFIuanT
DI PUITdd FRAaI THHTT Sfyal gHiaqul / dfer

[ 3=, fafAfdy e
1 g U1 4 J giud &1 715 bt 3=
geN I ST e?
TR 3 a1 U PR |
fopg TRAr & ®0 T I8 g Tillgpd @l
ST 361 87
(19 5d% & T |, W6l 1 HH THE 3R
5 3fIPH THIT I Jad ©)
HT YHTTdd UIel(Vonfern / Aedd T
& foTg AEwyUi /52
TYTIId JUTTel! Bt HaHd BRI & (SIPF) / 3IRTT:
TSI T:
GR=ITe JoTTat:
Ra @) /1 Ared / Tk AR
TG SIITANT faavur @fe &1z 8):
THTIId YUTTedl 1 RIM (TR, & 3R 1 Jfga):
1 for! T SRR BT SR Ty I3/ 41 §: g
g1 O SHPT [ TdaRUT TR v
Feadh 3R ST &I A4
T DIs F1d ST 3YaT JSIH e Iad g1 B UaG @ -
AT H UMTel TR IR JR&T A TR:

gfe J1d 81, O SAIHHUIGdT &1 3Ul Udy/ SRy
T DY :

T YHTiad Heaqul yomenderdl) / Acdd
(cadh) H TR HI fHadt 3= Agayul
%Unﬁmw&m@')wﬁuﬁaum




gig “gr, dl JdYdd UYd W 3Mfee
SIHBRT TRd DR |

3TSHHUT T YHTT T 872

U Ui & fu T R [ (o)
|

el &I dRG, URY &1 99 (AN &
3THR) R 3fafer:

YT Bl Uldishdl Ufhdl &1 Uge Hd &
fore IRer sufad &1 ™

(TH, Ue-H, HATad 3-Ha)

YT Bl HH B & [ofU fdRH Ul T
DI 1T 3JHGH 1 suensil dfed, g ™
I, JUT VY IUTT B & olg HROT

feduR®! & g far T siyar Jag
IGIRIR)

T HIR & HEH (34T 5-Hd, e,
TqUATY, U9 . J99IEe g,
311fe)

S oMk / 1 SR & [uig / Fipy
et aiur

godT o R

PH-T 3T / GURTHAD HRATIAT DI

39 YT i gaAq fRufa sruar gate™
AT 8?

afe sger gAEYE e fear g Al
PHRATST BT 3ATAT hH TT 872

gc-] ST Jd / RO FT 22

[(@fe Are@ T § @ "Iuasy e (TIY)

T ATRET BT RIAT SRIET BT A 82

AT I J1ed &I GUgU B & (o oot
IYBRUT BT IYTNT fobam TRy 82

YT YA o & JHT / 3ad] o oA




b qHY T T B GRT DIH-3l DRATSAl
31yl AiafshaTy b1 TS 87

T IR 4 Iad e I U fRuem o1
ififayiRor fear g2

Hd SR Ja fazawor

YT P Ufed 84 & [T SR 1 82
@ & O SHROYT Sfudl AN TR
HIAT PRP)

T AT B HH P / ITDHT JHIYH
A & fau 3faid Ium™, dur T8 U™
A & U HRUT|

Aol URUT & TIY U™ &I
JHIYE B & U Uga T a1 331
WAt HEH| TSl & ST UHR B HIa!
gerell & ufed 819 1 b & forw 1 71
JYRTHAS HRATSAl|

gAY &1 feHi® / dfed fgaie

STHHUT FIART ) e daa(

T IRIT 7 Iad U1 I T&ierd 3rsul ual,
&3 (STA)) AT 1 Ug Bl 82

JHENd & fbal Gbdd!, Ugd T 3Igyl
gl @ gl 3R IF@! ddgal, U
fhd T &= & i, UgaH T 5-0d gl
3R It Hagdl, gufayul wrEdliaum!
(BT3d A, PR, THSIS/AITIUL B,
mmwmw




Basic Details

Name of the entity

Name of the person reporting

Designation and Department

Official email id

Telephone / Mobile No.

Provide Date and Time of

Reporting incident to

IRDAI:

CERT-In:

Whether the reporting of incident to Cert-In & IRDAI was
done within prescribed timeframe. If not, provide reasons
thereof.

Any other agency (mention name, date):

Whether incident reported to police
/ FIR filed:

Incident Information

Is this -

LI New Incident
0 Update about previous incident

When was the incident first
observed/sighted/detected?

(Provide Date and Time)

How was the incident first
observed/detected?

(Include any alarms, alerts, or
suspicious activity that triggered

the investigation)

Who observed the incident?
(Provide Name, Department &
Designation)

In case it was observed / informed
by external entity, please mention
name of the same.

Type of incident

Targeted scanning/probing of critical networks/systems
Compromise of critical systems/information
Unauthorized access of IT systems/data
Defacement or intrusion into the website
Malicious code attacks
Attack on servers such as Database, Mail and DNS and
network devices
such as Routers
O Identity Theft, spoofing and phishing attacks
1 DoS/DDoS attacks
L1 Attacks on Critical infrastructure, SCADA and operational
technology
systems and wireless networks
1 Attacks on Applications
L] Data Breach
0] Data Leak
O Attacks on Internet of Things (loT) devices and
associated systems, networks, software, servers etc.
O Attacks through malicious or fake Mobile Apps
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1 Unauthorised access to social media accounts

O Attacks or malicious/ suspicious activities affecting Cloud
computing systems/servers/software/applications

L1 Others, please specify:

Is this incident related to another
incident previously reported?

If “Yes”, provide more information
on how both incidents are related.

What severity is this incident being
classified as?

(On a scale of 1 to 5, with 1 being
low impact and 5 being high
impact)

Is the affected system(s) /
network(s) critical to the entity?

Basic information of affected
system

Domain/URL:

IP Address:

Operating System:

Make/Model/Cloud details:

Affected Application details (If any):

Location of affected system (including City, Region &
Country):

Whether any known vulnerability was exploited:
If yes, please provide complete details of the same:

Network and name of ISP:

Any known TCP or UDP ports involved in the incident:

Security software installed on the system currently:

If known, provide the attacker’s IP address/ I0Cs:

Does the affected critical system(s)
/ network(s) have potential impact
on another critical system / critical
asset(s) of the entity?

If “Yes”, provide more information
on potential impact.

What is the impact of the attack?

Tick one for each row.

(Loss of) Sensitive or Personally Identifiable Information:
1 No Loss

O Minor Loss

1 Major Loss

[ Severe Loss

Customer Service Delivery
1 No Loss

L1 Minor Loss

L1 Maijor Loss

1 Severe Loss

Public Confidence and Reputation
O No Loss

L1 Minor Loss

L1 Major Loss

L1 Severe Loss




Chronological order of events

Date of incident, start time (as per
the logs) and duration:

Details of person responsible for
managing the incident response
process

(Name, Designation, Official email)

Escalations done including
approvals sought on interim
measures to mitigate the event,
and reasons for taking such
measures

Stakeholders informed or involved

Channels of communications used
(e.g. email, internet, sms, press
release, website notice, etc.)

Rationale on the decision /[
activation of BCP and / or DR

Incident Status

What are the follow up / corrective
actions that have been:

What is the current status or
resolution of this incident?

If it is not resolved, what is the next
course of actions?

What is the source/cause of the
incident?
(‘NA’ if unknown)

Is chain of custody maintained?

What tools were used for collecting
the evidence for the incident?

What actions or responses have
been taken by the entity at the time
of first reporting/till the time of
subsequent reporting?

Has the entity identified key
lessons learned from the incident?

Root Cause Analysis

What are the reasons for the
occurrence of the incident?
(Factors that caused or lead to the
incident)

Interim measures to mitigate /
resolve the issue, and reasons for
taking such measures.

Steps identified or to be taken to
address the issue with the long
term perspective. Corrective
actions taken to prevent future
occurrences of similar types of
incident.

Date / target date of resolution

Attack Vectors




Did the entity identify IP addresses,
domain names, related to the
incident?

Mention any Indicators  of
Compromise, list of IP addresses
identified and their involvement,
domain names resolved, emalil
addresses identified and their
involvement, malicious files /
attachments

(file name, size, MD5/SHA1 hash,
etc.), etc.




