ITEHENTINE F WgaX Fua RFanfadet & aea
J@IeTd AT AT B H g fr erd

1. &. 3Fd TGl JWHR HH Hl Tk TR ®H / faffes aafafed
qIeRIAT AT, 2008 & degd fafAes aafefod areerfAT (veverd)) we
gler g1, o fh gReege 3% aés swEded e gf3ar (msdusms) A
Yol &1, d Reafaf@d Aefest # qu ad 8l :

&. HH U HA 91T qul A TRR dA (ATFed) gl arfgu]
g, fAgfda &1 [ & 99 7 4 %7 IR AEER gl d@mgv|

. FHH ¥ FHA Th THGR A ASATNS ¢aRT ACHIS SohiHd aeeqd
313 (EBMETET) / AHBTHAT g1 AR

ii. HH T A Th ABIGR FI IFSHTE H Bell TGTT gl ART|

ii. T T HH UTh TBIER & U, AT df AT FEOAT AT sSepr 3rqar
TS Wl HT TR GRET/IAT FR&TT HHGT 37UaT AR FR&T / Fed
GR&TT WO A I A & HH ol 8T T 3Me]3d gl dAMBT|

iv. HH ¥ A Th HWEER & UM, el ardaiol # IWaIeT Hlel Td gI&d
T A IWTRIET FeT HT 3eJ81d gleAT AT

AYgar

g. §¢ - 31 FaGeY dIEd YTl ol@I{iateh, Sl MISTHT / MSTAT garT
SHTONRT 8l

2. JGO{ETd UAT WTILETOT Ha 37YUAT SH% s T ASIGR FI, FHelr i fhar
HSCMAR 3YAT OEs & o IRd @R 3Yar Rl o @R 37dr
JMSHREITIS 37YUAT Jel 3AUAT RIS JUAT ASHUIHS JUAT -1 37Uar
THUEATESI yar fRdr fAfafaamme qarr gfadfa sruar ey aifta 87
BeT T YT 3e7h TP IS HAAHATCHS HRATS THIAT F6T glell ARV

3. NEHRSINS AR FIaT ferfaAdent & dgd gawiexor # vdued g@rm
gfafafiica (TH3R) 37UaT 3T A@IRIETHR & ST W faarg a1 AT [g1
giar ¢, FEife et # 3 AR dEemit g PgEd R S g,
fSieg MSINSITINE & INCRAGTAR GITAHURDl Ud FHT Hdolieich Feal /
SIeT &l FRET el TRU| 3T, AWORIETd 30T TGIRIET0T &Hl Hd Al
ATCS] & 3TAN HIETchRI, Al HAG, 3qdieel S, fg=on @
qAed ST GaRT &aTT|




4, AWIILETH, JATONHIUT F FIA & SR, 39 T FI Alel, IFfH@T FH Q-
TET M ST ITARIDATAN IR Y FeleT T ST Hehdl &

5. AT d&r garr, FEee-oF & ol & qd, oumdets § 3R adt
I gicd U S HERIT HINOT WISd @l gl aUT dErddiete 8 d«ftd
fqero &1 f@giste - o &1 v 9id & Ay @A gem, S iR SaRIShARaR
YIfAHIOT A YTl T ST bl B

IRDAI'S CYBER SECURITY GUIDELINES



APPOINTMENT OF AUDITOR OR AUDIT FIRM UNDER

1. A. The Chartered Accountant firm shall be a Partnership Firm / Limited Liability
Partnership (LLP) firm under the Limited Liability Partnership Act, 2008,
registered with the Institute of Chartered Accountants of India (ICAIl), who fulfil
the following criteria:

a. continuous practice of at least five years
b. a minimum of four partners before the date of appointment

I. at least one Partner shall be Certified Information Systems Auditor (CISA) /
DISA of ICAL.

il at least one partner shall be a Fellow Member of the ICAI,

iii. at least one Partner shall have a minimum of three years of experience in
Cyber Security / Information Security review or Cyber Security / Information
Security audit of either Insurance Companies or Banks or Mutual Funds

iv. at least one partner has the experience of audit in IT environment and in
conducting Audit from remote location

OR

B. Cert-in empanelled external systems Auditor holding CISA / DISA
certifications.

2. The auditor or audit firm or any of its partners should not have been banned or
declared ineligible for corrupt and fraudulent practices by the Government of
India or any State Government or IRDAI or SEBI or RBI or ICAI or Cert-In or
SFIO or any regulator and should not have any pending disciplinary proceedings.

3. The certification under IRDAI Cyber Security Guidelines does not recognise
Management Representations (MRs) or reliance on other auditors’ work, as the
Auditor is engaged by Regulated Entities who are to protect Policyholders and
General Public information / data, as a part of IRDAI’'s mandate. Thus, the
Auditor shall perform the Audit with interview, document verification, compliance
checks, substantive checks of controls as per recognised standards.

4. The Auditor, in undertaking the Certification work, shall maintain all working
notes, records which may be provided to the Authority when required.

5. The Regulated Entity shall, before issuing the engagement letter, obtain relevant
declaration, from the auditor in compliance of the above conditions and maintain
the details of the Auditor along with a copy of the engagement letter which may
be provided to the Authority when required.



