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SITERT

ORDER

TSRS TSN & a1 3R e feznfad=n #1 awften & frg wftfa &1 784
FORMATION OF COMMITTEE TO REVIEW IRDAI'S INFORMATION & SECURITY
GUIDELINES

HIAS-19 AEMERT & HRUT 31 fRUfT = TR I iR faRiw &0 9 fo<ig 89 & e
e § U T gfg <l 31 39 uikfufa 3 fafoms safett & fom faxfia vonferal @
TREU1 DR o U fond SiHarel v & gt fafafia st o forg ar e AgeaR
R f=m FERI BT GAierur a1 Sawd R 3T g1 SMSARSITSMS 3 IR
AR & YT & U T TSRS IY/IATS /S L/ afae/082/04/2017 &A1 7 310d 2017
SRT TSR JR&M Yaeht f=m A okt fpd § i o sienaft o ary-wry fgfoiad &
I TEd @) FRAS ;

The economic situation owing to COVID-19 pandemic has seen an exponential
increase in cyber-attacks across the globe and in particular, the financial sector. This
situation has necessitated Regulators to re-look into their Cyber Security Guidelines
applicable to all regulated entities in an effort to protect the financial systems. IRDAI
issued Guidelines on Cyber Security vide IRDA/IT/GDL/MISC/082/04/2017 Dt. 7" Apr,

2017 as a part of Governance mechanism, which amongst other requirements
mandate:

1. I R&T Il (STSue)

Information Security Committee (ISC)
2. SIS GRI STAICT G 3R AIgaR JR&T i

Board approved Information & Cyber Security Policy

3. T GEl WR&T SR @ersuash) @ Ffa

Appointment of Chief Information Security Officer (CISO),

4. YIER Yobe YSY o1 (SHEgHT)
Cyber Crisis management plan (CCMP)

Sued & 3ifafad, Iad femm Ay g7 sftewmde @3ed) sd § & SAredl ot
Sifgw geie Ififa o srRférdar RufRor ok o= udteror (duedid) & T afed
% aifeh AU ST oRaT GRI&T o fofg ITREr BT A1eU Ul sy ss3Reiusms
%! RO oA Tnfeu|

Apart from the above, the Guidelines mandate that the Insurers’ Risk Management
Committee should be responsible for an Annual Comprehensive Assurance audit
including conducting of Vulnerability Assessment & Penetration Test (VA&PT) and
should report the findings to IRDAI.
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fa<iia &= o rgaR gH BT &P R BT 6T § S5 ATald & IUT JaNT & TR W
TS JHI AP T GHTY B SIHaTel JHRT3N o1 fagayu &34 & fore ues Wira fraifén
DY HIA B UlehaT | =7 91l & ry-9r, FofaRad & iy SMSRSITSs & g
3R TR JR& fa=m FER & Teie BT Sa<ad T 7 6

In the light of Cyber Attacks which the financial sector has been witnessing and in the
process of having a structured reporting to analyse the issues to be addressed in a
holistic manner at the Industry level, it is considered necessary to review |IRDAI’s
Information & Cyber security Guidelines inter alia, for the following:

1. 1 SHrware & fore fexn e ot v &1 fadR s gwarst & faw, ot
SRS gRT fafafid €, smaies & a1y 3rar smied & fomr fovar s
Bl

Whether to extend the applicability of Guidelines for insurers to other entities,
which are regulated by IRDAI, with or without modification.

2. 3 TR & o S Serendiaer ot emedl yunferal ae ugadt o, a1 Waed ST dd
I feRNTERT ar] - =T IR Y A 3 ATfe|

Whether and how to apply the Guidelines to the extent applicable to entities which
access Insurers IT Systems.

3. T8 Y Udl I A6 T fob I ARATSHT & GRT SNl A1 B gt wonierdl adb
Ugddl & gAdH JR&T AFS! &I UIaH bl STal §, Jef 9 TEsRaIuss gRI
fafvafta 75 €1
How to ascertain that minimum Security Standards are followed by those entities
which access Insurers IT Systems, though those are not regulated by IRDAI.

4. 1 fpes THTYE, HiaTgd ST ST, TR I ¥ B 3R T3S ki
o AR QR& fawdt &) aithfad s & forg 3o fe=n fE=i &1 s/raH (3use)
ST AT

Whether to update the Guidelines to cover Cyber Security issues in Fintech
Solutions, Mobile based applications, Work from Remote location and Cloud
Sourcing.

5. THITHSMS (YR ISR JR&f aRee) & G el & 91y aos e s9H & g
Ag@yUl I gt IRarel (@ieMgesiy) & o Uy (@9-amgH)
SHTTID TSI BT FHIYT DA

To address base-line requirements for Critical Information Infrastructures (ClIs) to
sync with NCSI (National Security Council of India) Guidelines.
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6. 3 facef graH Irars (U eReETY) & forw fawn A= &t yaisadr &1 falky wu
T AU AT DT by (9e=l ga Huf 3R 3 dfYye HeAmdarsy &
Y g
To specifically address applicability of Guidelines for foreign Re-insurance

branches (FRBs) which have interface with overseas parent Companies and other
Global re-insurers.

7. U AUS ARG Sa-Jat 3R THATONGRU ATSA R HAT|

To prepare a Comprehensive Audit Checklist and Certification model.

I W fTaR-fau=l F9 iR ol RIwi= uRgd & & forw g9e gr1 Fgfefad
afffa Tfed &1 At §:

To deliberate on the above and to submit concrete recommendations, the following
committee is hereby constituted:

U, STHB R - g, 35 alsRald], siegel

Prof. Janakiram - Director, IDRBT, Chairman

. I PV - qd § § SHUT IR, STSSETes, TR, Jes

Prof H. Krishnamurthy, Formerly Chief Research Scientist, 11ISc., Bangalore,
Member

. o, REGAR, sMEsmed), 4% - 96

Prof G. SivaKumar, [IT, Mumbai - Member

oft faoad T, di, Ferseau - e
Mr. Vital Raj, CA, CISA — Member

ot faraes e, Iuresy, YR Scl Y& uRkug - 9ad

Mr. Vinayak Godse, Vice President, Data Security Council of India — Member

st GUTIaT T, IuTes, ITEHTSME - I5-

Mr. Dayanivas Sharma, Vice Chairman, ICAI, Member

ot t. faorg puR, die, Hemsuat - 9o
Mr. V. Vijay Kumar, CA, CISA - Member

it e UM, g Sifed e, dlemsuay Raky as® - o
Mr. Sunder Krishnan, Chief Risk Officer, CISA Reliance Life - Member
ot dbc HUM, THIT - Ga&

Mr. Venkata Krishnan, ACA - Member

oft Tg. T, SURIE - AgUeYD, IS ARSITATS - S
Mr. S.N. Jayasimhan - General Manager, IRDAI - Member

ot STIFUR - AEEYD, HIMEuTs, SRR - o

Mr. Jayakumar- General Manager,CISO, IRDAI - Member
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oft gfe Sea, Wrsiftemsen, TSadsy A’ SARNY HuH! fof. - e

Mr. Sachin Jadhav CTO/CIO, Edelweiss Life Ins. Co. Ltd.- Member

ot Rrgrdd wg, el Aergal, snfac forgan s STaRE o far.

Mr. Siddharth Bhat, CTO/CIO, Aditya Birla Health Ins. Co. Ltd.

ot TR Teon, Wieraf TS, Toiel S SRd SRANY U fal.
Mr. Saurabh Chatterjee, CTO/CIO, Bajaj Allianz General Ins. Co. Ltd.

ft T 3R, ArcH, T8 HEEU®-3Ec], EIARIILSTE I9d HAGH & Ted-
vt gt | Ffffa st RUid 2 7811 o vgd S|

Mr. A.R. Nithiyanantham, CGM-IT, IRDAI shall be Member Convenor of the
Working Group. The Committee shall submit its report in 2 months.

Tg T&H WSR3 I SR} fasan man g

This is issued with the approval of the Competent Authority.

./ Sd/-
e (Sfta+T) / MEMBER (Life)
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