Annexure -3
External Audit Scope (Clause 15)

	1.    Network Security 
	Mandatory / Optional
	Remark

	a 
	Controls to secure the network from unauthorized access, entry or manipulation.
	 
	 

	
	a.      Implementation of Firewalls to block unauthorized and unwanted inbound and outbound traffic
	Mandatory
	 

	
	b.     Implementation of Intrusion Prevention System (IPS) to identify and block malicious data from internet traffic 
	Mandatory
	 

	
	c.      Log analysis , co-relation engine , SOC services
	Optional
	

	b.   
	Periodic Vulnerability Assessment (VA) on network devices & production infrastructure should be done to identify vulnerabilities and take necessary remediation actions to address the vulnerabilities. Testing to be done twice a year - once by a recognized 3rd party Cobit/ISACA certified organization and once by IIB or an security audit team constituted by IRDA for this purpose
	Mandatory
	.

	c.   
	The repository data should be deployed in secure zone inaccessible to external users. i.e. database servers should be in a separate militarized zone other than the de-militarised zone where web servers are placed. No IP forwarding to be allowed from web server to database server. Access to database server should be granted only through application server.
	Mandatory
	 

	d.   
	128 bit or more SSL certificate should be configured to ensure encryption of the data traffic communicated between IR website & user browser. SSL implementation will also need to be applied to ITrex System at IIB.
	Mandatory
	 

	e.   
	Since IR and iTrex applications will be available on Internet. Hence it is recommended that Penetration testing, hardening be done twice a year once - by a recognized 3rd party Cobit/ISACA certified organization and once by IIB or an security audit team constituted by IRDA for this purpose
	Mandatory
	 

	f.   
	Change management process should be in place. ( ACL in firewall , router changes etc. should be known , router & firewall change etc. should be done with appropriate approvals)
	Mandatory
	 

	g.   
	Dedicated tunnel (using secure MPLS VPN or point to point low latency leased circuits) should be established between DC and DR sites. Also the configuration should support fail-through option
	Mandatory
	 

	2.    System Security
	 
	 

	a.   
	Hardening of asset (Operating System (OS)/ network devices) should be done by disabling the unused ports & user accounts which can be exploited. Periodic review of systems hardening should be conducted.
	Mandatory
	 

	b.   
	System to system access (access between IC, IR and iTrex) should be granted with two factor authentication and tight coupling of user-id, IP address and digital certificate to mitigate risk of man in the middle attack.
	Mandatory
	

	c.   
	The good practices of password should be enforced for all the users. Password complexity refers to the need to have a combination of alpha, special char, & number in the password, minimum length of 8 characters, password expiry of 1 month for non-customer (policy holder) related user ids & 1 year for customer (policy holder) related user ids.
	Mandatory
	 

	d.   
	Domain model Active Directory should be in place for more control of PCs deployed for internal users.  
	Mandatory
	Mandatory only if production setup is configured on windows platform

	3.    Application Security
	 
	 

	a.   
	Only authentic and authorized user should be allowed to access IR systems. 
	Mandatory
	 

	b.   
	DSC based login should be used for critical users like Insurance Company uploading Policy data on IR systems. Users should be allowed to login only with DSCs issued by CCA approved CAs. 
	Mandatory
	

	c.   
	Roles based access control should be implemented such that every user is authorized to perform predefined set of functions.
	Mandatory
	 

	d.   
	System enforced password policy to be implemented covering password complexity, password expiry and password history so that the passwords are not easy to guess, users are required to change them at certain periodicity and user cannot re-use the same password for 3 months from the password expiry date. 
	Mandatory
	 

	e.   
	Passwords should be stored in HASH format to ensure that even Database Administrator (DBA) cannot gain information of end user's password.
	Mandatory
	 

	f.   
	System should maintain complete audit trail for transactions including IP address of the workstation from which the Instruction originated. 
	Mandatory
	 

	g.   
	Periodic application penetration testing to ensure that it does not have application security vulnerability like SQL injection, cross site scripting etc. which can be exploited. To meet this purpose, an annual testing is undertaken by a recognized 3rd party organization which is Cobit/ISACA certified organization having proficiency in relevant area
	Mandatory
	 

	h.   
	Periodic reconciliation of policy data between IR and Insurer systems to ensure IR data is upto date. Reconciliation should be done on a fortnightly basis.
	Mandatory
	

	i.   
	Use of unlicensed software is prohibited.
	Mandatory
	 

	j.   
	Ensure that anti virus software version on all the information systems is up-to-date.
	Mandatory
	 

	k.   
	Ensure that operational, development & testing environments are separated from each other to reduce risks arising out of unauthorized access from one environment to other environment.
	Mandatory
	 

	l.   
	Define procedure for transferring software from development to operational environment including appropriate management approval.
	Mandatory
	 

	4.    Data Security
	 
	 

	a.   
	Access to database or data is provided only on need basis & after appropriate authorization.
	Mandatory
	 

	b.   
	Design and implement appropriate data backup and recovery procedures to recover data in case of any data loss or destruction. The backup media must be preserved off-site, at a location different from main data centre. 
	Mandatory
	 

	c.   
	All the critical systems to be deployed with adequate redundancy at each component level to ensure high availability of the application. The following uptime requirements should be met by both IR and iTrex systems:
	Mandatory
	 

	
	1.     97% between 8:00 am and 8:00 pm 
	 
	 

	
	2.     92% between 8:00 pm and 8:00 am
	 
	 

	d. 
	The latest copies of BCP / DRP and other necessary documentation should always be available at DRS. Periodic drill testing should be conducted at least twice a year. Also to demonstrate ability to shift operations intra-day.
	Mandatory
	

	e.   
	Preferably disaster recovery site should be identical to Primary site. It should be equipped with Network, Security, Processing and Storage infrastructure equivalent to the main production site to ensure smooth operations
	Mandatory
	 

	f.   
	Both database and files to be replicated to remote site to ensure ‘Near to Zero” data loss in case a disaster at the primary site. RTO should not be more than 3 hours.
	Mandatory
	 

	g.   
	The data on backup media should be encrypted so that it is not readable by other system or user, in case it is lost or stolen.
	Mandatory
	 

	h.   
	ISO 27001 & ISO 22301 BCM/DRP(Disaster Recovery Plan) certification should be obtained.
	Mandatory
	This certification may be completed within 12 months from the date of these guidelines.

	i.   
	USB drivers, cd should be disabled on all servers and desktops. 
	Mandatory
	Mandatory on servers and optional on desktops

	5.    Physical and Environmental Security
	 
	 

	a.   
	Restricted access to premises and data center where the repository systems are hosted such as card control for entry gate, walls, manned reception etc.
	Mandatory
	 

	b.   
	Perimeter Security to prevent unauthorised physical access. Video surveillance (CCTV) systems for monitoring of the premises.
	Mandatory
	 

	c.   
	Visitors entry inside the premises should be recorded along with their possessions. 
	Mandatory
	 

	d.   
	UPS system with adequate backup for power is deployed for protection against power outages. 
	Mandatory
	 

	e.   
	The repository system should be hosted in Tier-III and above Data Center. Data Centers should be anonymous. Ensure that there is no signage or listings in directories.
	Mandatory
	 

	f.   
	CCTVS should be in place in Data Center. 
	Mandatory
	 

	6.    Human Security
	 
	 

	a.   
	Screening procedure should be defined for the employees associated with the processing of repositories information. Background checks should be done through a reputed Employee Background Checking Agency. 
	Mandatory
	 

	b.   
	Appropriate security awareness, education and trainings should be provided to all employees and third party personnel of the organisation as relevant to their job functions.
	Mandatory
	 

	c.   
	A disciplinary process against employees and third party contractor perpetrating security breach should be defined and followed.
	Mandatory
	 

	d.   
	A detailed procedure for termination of employment should be defined. 
	Mandatory
	 





