Annexure-10
ELECTRONIC DATA EXCHANGE FOR INSURANCE REPOSITORY SYSTEM (Clause 59(d))

1. [bookmark: _Toc386142091]Framework For Data Exchange between IR and Insurer Systems
a. The exchange of data between different entities shall only be through iTrex. 
b. The data transfer shall be in the formats prescribed by the Authority. 
c. The data transfer shall be primarily through the web-services developed by iTrex. 
d. The data files exchanged between all three systems (insurer, iTrex and IR) shall be encrypted so that only the intended recipient system can read it. 
e. The transaction data (e-IA and policy data) should be digitally signed by the sender system to avoid any non-repudiation and ensure it is not tampered during the transmission. 
i. The digital signing should be applicable for both online as well as batch mode of operations.
ii. The recipient system should validate the signature to ensure it is signed by the valid digital certificate mapped to the sender’s user id in its database. In case any of these validations fails, the transaction should be rejected. 
iii. iTrex should also digitally sign every transaction request forwarded to IR and Insurer systems. Similarly, IR should also sign the data downloaded to Insurer system.
f. Every request or batch file should include Repository Id so that recipient IR system can validate and reject unintended requests. 
2. [bookmark: _Toc386142092]
Integration of IR – iTrex – Insurer System 

a. [bookmark: _Toc386142093]Communication between IR – iTrex – Insurer System

At present, the data communication between Insurer and IR systems is done through iTrex system. Insurer sends the file to iTrex and IR polls iTrex at regular intervals to download it. In order to achieve real time processing, the following web services should be developed and implemented.
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i. Web service published by iTrex for Insurer to send batch file request to IR system.
ii. ITrex receives file and forwards it to corresponding IR system. IR to publish web service for iTrex to send file.
iii. IR processes incoming file and generates the response for sending to Insurer system. ITrex can read response file and update its central database or IR may initiate one more request to register newly registered e-IA details or policy information in iTrex system.
iv. iTrex receives response file and forwards it to corresponding Insurer system. Insurer to publish web service for iTrex to send file.
v. The sender system should build retry logic to send the request at periodic intervals in case request fails or response is not received within defined timelines or target system is not available.

Similar process can be followed in case of updated e-IA details to be downloaded from IR to Insurer system:
i. IR will generate Insurer wise files and post them on iTrex system at the end of day. ITrex to publish webservice to accept the file from IR system.
ii. ITrex receives file and forwards it to corresponding Insurer system. Insurer to publish web service for iTrex to send file.
iii. Insurer processes file in their system. 

Further, the following measures to be taken to ensure accountability, confidentiality and integrity of data is maintained when exchanged between these three systems.
i. Recipient system should accept the request sent only by authentic and authorized users. 
ii. There should be tight coupling of sender user-id and sender’s IP address to avoid denial of service attacks on the recipient system.
iii. Two factor authentication should be implemented at least for critical functions like e-IA registration or policy uploads or any other transaction processing 
iv. All the data files exchanged between two systems should be digitally signed with valid digital certificate and encrypted by the sender before sending to other user 
v. Secure protocol like HTTPs or SFTP should be used for the data transfer between three systems.
vi. An alternate method should be devised for file communication in case online webservice call is not working or the connectivity between two systems is lost.

b. [bookmark: _Toc386142094]Reconciliation of data between IR and Insurer systems

In order to ensure the policy data stored in IR system is accurate, complete and up-to-date, it is required to regularly reconcile it with Insurer systems. Similarly, e-IA data downloaded in Insurer systems needs to be reconciled with IR systems.
 
 The reconciliation of data can be built at 2 levels.

	Level No
	Short Description
	Reconciliation Objective

	1
	Reconciliation of Transactions
	To ensure every transaction sent by sender system is received and processed at recipient system.
e.g. policy issuance or policy update request sent by Insurer is received & processed at IR.  It can be either accepted or rejected after validations are conducted.

	2
	Reconciliation of data stored in IR and Insurer Systems
	To ensure that the final copy of policy data stored in IR system and e-IA data downloaded in Insurer System is up to date and matching with the owner’s system. 
e.g. policy data stored in IR system needs to be reconciled with Insurer system  and e-IA account information downloaded in Insurer system needs to be reconciled with IR system)



The reconciliation process can be defined as follows:

Level 1: Reconciliation of Transactions
To ensure every request initiated by sender is received at Recipient system, Recipient system should generate response for every request (either accepted or rejected) and send back to sender system. Sender system should maintain the track of response received and ensure the requests are successfully delivered to Recipient. 

The following process can be followed to ensure the same: 

a. Sender should generate unique identifier such as sender reference id or batch id for every request initiated.
b. Recipient system should provide the acceptance status for every transaction or batch file received based on the sender reference id or batch id. 
c. Sender should update and track the response of recipient system in its system based on the sender reference id or batch id.
i. In case the response is not received at sender system, then there should be a provision for sender to request response for such requests based on their reference id/batch id. 
ii. In case any request is rejected, then Recipient system should provide the appropriate error message so that sender can make the necessary corrections and resend the request
iii. In case the request is not received at Recipient system, then sender should be able to resend the request carrying same reference id or batch id.

Timely updation is critical & this can be addressed by the following process

Step -1: e-IA details Updates ( From IR to Insurer)

a. IR will generate file of updated details for the corresponding Insurer systems along with last update timestamp for every record at the end of day.
b. Insurer system will download this file from IR on daily basis and update in their system. 
c. To ensure the files are not missed by Insurer and avoid out of sequence processing in their system, every file generated by IR should carry unique sequential no. Insurer system should process the file only if it carries the next sequential no so that there is no mismatch built in data due to out of sequence processing in their system.
d. IR may provide an option to regenerate a consolidated file from particular sequence no in case there are multiple files pending for download by Insurance Company.
e. IR may also provide an option for Insurer to download the latest e-IA details based on the list of e-IAs provided. 

Step – 2: Policy details Update (From Insurer to IR)

The process similar to e-IA details update can be implemented whereby 
a. Insurer will generate a file of updated policies and send it to corresponding IR system along with last update timestamp. 
b. Every file generated by insurer should carry unique sequential no. IR system should process file only if it carries next sequential no so that there is no mismatch built in data due to out of sequence processing in IR system.
c. Insurer should ensure the batch file contains all the policies that have undergone changes after last file generated from their system.
d. Insurer should upload the updated policy details to IR system on daily basis. It can be uploaded once in a day or multiple times for more accurate and up-to-date information on IR system. 

Level 2: Reconciliation of data stored in IR and Insurer Systems
For Reconciliation of actual data between two systems, the following three level reconciliation processes are recommended.

	Level 1
(Control Total Matching)
	Data to be reconciled
	Control totals such as 
1. Total count of Insurance Policies converted in electronic format for an insurer & e-IA accounts mapped to policies
2. Total count of newly added policies and e-IA accounts mapped since last reconciliation date
3. Total count of updated policies since last reconciliation date

	
	Frequency
	Daily

	
	Process
	1. IR will generate reconciliation statement at the end of day and send it to Insurer.
2. Insurer will match the counts with their system and send the status of reconciliation (matched / mismatched) to IR.

	Level 2
(Incremental Data Matching)
	Data to be reconciled
	Actual policy data and e-IA details of the records that are newly created or updated after last reconciliation date.
Data to be reconciled
1. e-IA No, status, IR last update timestamp and hash value of e-IA data
2. IPIN, status, Insurer’s last update timestamp and hash value of policy data

	
	Frequency
	Daily

	
	Process
	e-IA details Reconciliation
1. IR will generate a file of e-IA account details and send it to Insurer. 
2. Insurer will match the information with their system and send the status of reconciliation (matched / mismatched) to IR.
Policy data Reconciliation
3. Insurer will generate a file of policy details and send it to IR. 
4. IR will match the information with their system and send the status of reconciliation (matched / mismatched) to IR.

In order to ensure none of the records are missed out, the target systems should identify the record set independently for matching purpose instead of relying solely on the source data. 

A standard methodology can be defined for hash value calculation for implementation by all IRs and Insurers. (MD5 Algorithm and the format for formulating the string of input data fields for HASH value calculation.)

	Level 3
(Full Data Matching)
	Data to be reconciled
	Actual policy data and e-IA details of all records.
(Full Details)

	
	Frequency
	Semi-Annually

	
	Process
	Same as Level 2. 



Similar reconciliation process should be implemented for matching the data between IR and iTrex system. However, this reconciliation should be done only after the matching between IR and Insurer is successful so that there is no discrepancy created in iTrex database.

[bookmark: _Toc386142095]Process Flow for Various Transactions

a. The mode of operations and frequency for various transactions can be defined as follows:

	Transaction
	Mode of Operation
	Frequency

	e-IA Registration
	For AP: Online or Batch file Upload on IR Portal
For Insurer: Batch File Upload through iTrex using WebService call
	Both Real time &  Batch Upload at periodic interval

	e-IA Details Update
	For AP: Online or Batch file Upload on IR Portal
For Insurer: Batch File Upload through iTrex using WebService call
	Both Real time &  Batch Upload at periodic interval

	Policy Issuance
	For Insurer: Batch File Upload through iTrex using WebService call
	Both Real time &  Batch Upload at periodic interval 

	Policy Update
	For Insurer: Batch File Upload through iTrex using WebService call
	Both Real time &  Batch Upload at periodic interval

	Scanned Image of Policy Document Upload 
	For Insurer: Batch File Upload through iTrex using SFTP protocol
	End of Day

	Download of updated e-IA details to Insurer
	For IR: Batch File Download through iTrex using WebService call
	End of Day






The process follow for e-IA account opening and policy issuance / update transaction can be defined as follows:

a. e-IA account Opening (through AP)
	Insurer
	ITrex
	IR

	 (
Forwards e-IA Registration Forms to AP
)


































 (
Updates e-IA details in Insurer system
)



	 (
If Not Registered, makes entry in database
) (
If not found, performs de-duplication check
) (
iTrex Updates e-IA no in its database
) (
Sends response to IR
) (
Signs File with own DSC and forwards to Insurer
) (
Sender Authentication & Signature Validation Authentication
) (
Sender Authentication & Signature Validation Authentication
) (
Checks for a/c existence 
)
	 (
Generates file with unique ref no for Insurer containing e-IA No, digitally signs it & Sends to i-Trex
) (
Checks iTrex system Online for existence of policy holder a/c
) (
If Not Registered, Generates e-IA no & updates in iTrex
) (
If already registered, rejects the request
) (
AP Uploads e-IA registration Request on IR Portal
)




De-duplication Process
Since e-IA account details are distributed across five repositories, this de-duplication process can only be implemented at iTrex system which maintains the index of all e-IA accounts opened across all repositories. 

In order to move to a real-time environment, the following process shall be followed:
· All account creation request to be sent as data web service from insurance system and not thru physical document 
· For pre-existing eAccount in iTrex system, the IR should send the real-time error message back to insurance system 
· Insurance system post correction should re-trigger the account creation web service so that the account creation process can be completed successfully


Other requirements for De-dupe process:
· For already registered e-IA accounts, one time de-duplication process should be conducted to identify probable matches and define a process to merge duplicate accounts in single account.
b. 
Policy Issuance 
	Insurer
	ITrex
	IR

	 (
Generate File containing unique batch id, digitally signs it and sends it to iTrex 
)
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Update ITrex Ref No in system
)





 (
Take Corrective action for rejected file and resend 
)




 (
Rejected by IR?
)








 (
Sender Authentication & Signature Validation Authentication
)




 (
If rejected by IR, then initiate corrective action
)


 (
If Accepted, Update IPIN in Insurer system
)



	 (
Sender Authentication & Signature Validation Authentication
) (
Sends Acceptance Status Online to Insurer including iTrex Ref no 
) (
If rejected, Send Response to Insurer
) (
Allocates own unique sequence no, Signs the request with own digital Certificate and forward to corresponding IR.
) (
Signs Response and forwards to Insurer
) (
Update Status & IPIN in Database
) (
Sender Authentication
) (
iTrex updates Status in its database 
)
	 (
Sender Authentication & Signature Validation Authentication
) (
Generate Response file, digitally sign it and send to iTrex
) (
Policy Existence Check in ITrex
) (
Generates Response for iTrex including unique ref no or rejection reason
) (
Accepts file and generates unique ref no
) (
Generate IPIN if not Found, Else Reject Request
)


c. Policy Update 
	Insurer
	ITrex
	IR

	 (
Generate File of updated policies containing next sequential batch id, digitally signs it and send it to iTrex
)











 (
Update ITrex Ref No in system
)





 (
Take Corrective action for rejected file and resend 
)




 (
Rejected by IR?
)








 (
Sender Authentication & Signature Validation Authentication
)



 (
Update IR acceptance Status in database
)



 (
If rejected by IR, then initiate corrective action
)



	 (
Sender Authentication & Signature Validation Authentication
) (
Sends Acceptance Status Online to Insurer including iTrex Ref no 
) (
If rejected, Send Response to Insurer
) (
Allocate own unique sequence no, Signs the request with own digital Certificate and forward to corresponding IR.
) (
Signs Response and forwards to Insurer
) (
Update details against IPIN in Database
) (
Sender Authentication
) (
iTrex updates Status in its database 
)
	 (
Sender Authentication & Signature Validation Authentication
) (
IPIN existence check in IR database
) (
Update Details if Found, Else Reject Request
) (
Generate Response file, digitally sign it and send to iTrex
) (
Generates Response for iTrex including unique ref no or rejection reason
) (
Accepts file and generates unique req no
)


d. Scanned Image Files Upload
It is recommended to use same option for uploading Scanned Image Files too i.e. Insurer  iTrex  IR. 
· It is suggested that SFTP protocol should be used instead of http as this is much faster
· IR should delete files on iTrex after they are copied onto their systems. 
· IR can provide a list of policy requests pending for document upload to Insurer on periodic basis for uploading missing documnets.
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